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Internal Control Integrated Framework 

Definition of Internal Control 

COSO’s Internal Control—Integrated Framework (Framework) 

enables organizations to effectively and efficiently develop systems 

of internal control that adapt to changing business and operating 

environments, mitigate risks to acceptable levels, and support 

sound decision making and governance of the organization. 

Internal control is a process of evaluating the performance of the 

organization. It is implemented to provide reasonable assurance 

that the organization’s control objectives are achieved. 

Processes implemented to provide assurance that the following 

objectives are achieved: 

 Safeguard assets 

 Maintain sufficient records 

 Provide accurate and reliable information 

 Prepare financial reports according to established criteria 

 Promote and improve operational efficiency 

 Encourage adherence with management policies 

 Comply with laws and regulations 

IC Integrated Framework is a framework that defines internal 

controls and provides guidance for evaluating and enhancing 

internal control systems. IC integrated framework is needed 

because it helps the organization/company to set the requirements 

needed for an effective and efficient system of internal control. An 

effective system provides reasonable assurance regarding 

achievement of an entity’s objectives. An effective system will also 

reduce the risk of not achieving the objectives. 

Internal controls perform three important functions: 

 Preventive controls deter problems before they arise. 

Examples include hiring qualified personnel, segregating 

employee duties, and controlling physical access to assets 

and information. 

 Detective controls discover problems that are not 

prevented. Examples include duplicate checking of 

calculations and preparing bank reconciliations and monthly 

trial balances. 

 Corrective controls identify and correct problems as well 

as correct and recover from the resulting errors. Examples 

include maintaining backup copies of files, correcting data 

entry errors, and resubmitting transactions for subsequent 

processing. 

The Framework provides for three categories of objectives, which 

allow organizations to focus on differing aspects of internal control: 

 Operations Objectives—These pertain to effectiveness 

and efficiency of the entity’s operations, including 

operational and financial performance goals, and 

safeguarding assets against loss. 

 Reporting Objectives—These pertain to internal and 

external financial and non-financial reporting and may 

encompass reliability, timeliness, transparency, or other 

terms as set forth by regulators, recognized standard 

setters, or the entity’s policies. 

 Compliance Objectives—These pertain to adherence to 

laws and regulations to which the entity is subject. 

Component of Internal Control  



1. Control Environment: set of standards, processes, and 

structures that provide the basis for carrying out internal 

control across the organization. 

2. Risk Assessment: involves a dynamic and iterative process 

for identifying and assessing risks to the achievement of 

objectives. Risk assessment forms the basis for determining 

how risks will be managed. 

3. Control Activities: the actions established through policies 

and procedures that help ensure that management’s 

directives to mitigate risks to the achievement of objectives 

are carried out. 

4. Information & Communication: information is necessary 

for the entity to carry out internal control responsibilities to 

support the achievement of its objectives. Communication is 

the continual, iterative process of providing, sharing, and 

obtaining necessary information. 

5. Monitoring Activities: ongoing evaluations, separate 

evaluations, or some combination of the two are used to 

ascertain whether each of the five components of internal 

control, including controls to effect the principles within each 

component, is present 

and functioning. 

There is direct relationship 

between the objectives and the 

components. The objectives 

are what the 

organization/company want to 

achieve, meanwhile 

components represent what is 

required to achieve the objectives. 

The relationship is pictured in a form of a cube which consists of 

objectives on the upper part of the cube, components on the front 

part of the cube, and organization/company structure on the right 

part of the cube.  

Components and Principles 

Control Environment  

1. The organization demonstrates a commitment to integrity 

and ethical values.  

2. The board of directors demonstrates independence from 

management and exercises oversight of the development 

and performance of internal control.  

3. Management establishes, with board oversight, structures, 

reporting lines, and appropriate authorities and 

responsibilities in the pursuit of objectives. 

4. The organization demonstrates a commitment to attract, 

develop, and retain competent individuals in alignment with 

objectives.  

5. The organization holds individuals accountable for their 

internal control responsibilities in the pursuit of objectives.  

Risk Assessment  

6. The organization specifies objectives with sufficient clarity to 

enable the identification and assessment of risks relating to 

objectives.  

7. The organization identifies risks to the achievement of its 

objectives across the entity and analyzes risks as a basis for 

determining how the risks should be managed.  



8. The organization considers the potential for fraud in 

assessing risks to the achievement of objectives.  

9. The organization identifies and assesses changes that could 

significantly impact the system of internal control.  

Control Activities  

10. The organization selects and develops control activities that 

contribute to the mitigation of risks to the achievement of 

objectives to acceptable levels.  

11. The organization selects and develops general control 

activities over technology to support the achievement of 

objectives.  

12. The organization deploys control activities through policies 

that establish what is expected and procedures that put 

policies into action.  

Information and Communication  

13. The organization obtains or generates and uses relevant, 

quality information to support the functioning of internal 

control.  

14. The organization internally communicates information, 

including objectives and responsibilities for internal control, 

necessary to support the functioning of internal control.  

15. The organization communicates with external parties 

regarding matters affecting the functioning of internal 

control.  

Monitoring Activities  

16. The organization selects, develops, and performs ongoing 

and/or separate evaluations to ascertain whether the 

components of internal control are present and functioning.  

17. The organization evaluates and communicates internal 

control deficiencies in a timely manner to those parties 

responsible for taking corrective action, including senior 

management and the board of directors, as appropriate. 

The framework supports the company to achieve its objectives by 

making each of the components and relevant principles 

present and functioning. Present here refers to how the 

components and relevant principles are part of the design and 

implementation of the internal control system to achieve the 

objectives. Meanwhile functioning means that both the components 

and relevant principles keep existing in the system process to 

achieve the objectives.  

Internal control is not a serial process but a dynamic and 

integrated process. The Framework applies to all entities: large, 

mid-size, small, for-profit and not-for-profit, and government bodies. 

However, each organization may choose to implement internal 

control differently. For instance, a smaller entity’s system of internal 

control may be less formal and less structured, yet still have 

effective internal control. 

Limitations of the Framework 

Even though the framework is aimed for an effective system, but 

limitations still exist. The framework cannot prevent external 

events and bad judgements that might cause an entity unable to 

achieve the objectives. An effective system could still experience 

failure. These are some of the inherent limitations: 

 Reality that people’s judgement could be bias and has 

tendency to errors. 

 External events that are out of control. 



Enterprise Risk Management 

 Suitability of objectives set as a precondition to internal 

control. 

 Damage that can occur as a result of human failures. 

 Management’s ability to override internal control 

 Other parties or management’s ability to avoid controls 

through conspiracy. 

These limitations preclude the board and management form having 

absolute assurance of the achievement of the entity’s objectives. 

Management should be aware of them when selecting, developing, 

and deploying controls that minimize these limitations.  

 

Definition of ERM 

ERM is the process the board of directors and management use to 

set strategy, identify events that may affect the entity, asses 

and manage risk, and provide reasonable assurance that the 

company achieves its objectives and goals. Enterprise risk 

management, as it has typically been practiced, has helped many 

organizations identify, manage, and mitigate risks to the strategy. 

But the most significant causes of value destruction are embedded 

in the possibility of the strategy not supporting the entity’s 

mission and vision and the implications from the strategy. 

Enterprise risk management helps to make the evaluation of 

strategy rooted in the decisions made by senior management much 

clearer. It clarifies how strategy selection can be enhanced. 

ERM link the risk management to company's strategy. the company 

should consider the business context into risk profile (how 

management responses toward risks; avoid, share, accept, or 

reduce). Business context is a trend or relationship that influence 

current or future strategy. 

ERM is needed because of several things, such as: 

1. Increasing the range of opportunities: By considering all 

possibilities—both positive and negative aspects of risk—

management can identify new opportunities and unique 

challenges associated with current opportunities.  

2. Identifying and managing risk entity-wide: Every entity 

faces myriad risks that can affect many parts of the 

organization. Sometimes a risk can originate in one part of 

the entity but impact a different part. Consequently, 

management identifies and manages these entity-wide risks 

to sustain and improve performance.  

3. Reducing negative surprises and increasing gains: 

Enterprise risk management allows entities to improve their 

ability to identify risks and establish appropriate responses, 

reducing surprises and related costs or losses, while 

profiting from advantageous developments.  

4. Reducing performance variability: For some, the 

challenge is less with surprises and losses and more with 

variability in performance. In addition, performing ahead of 

schedule or beyond expectations may cause as much 

concern as performing short of scheduling and expectations. 

Enterprise risk management allows entities to anticipate the 

risks that would impact performance and enable them to put 

in place the actions needed to minimize disruption. 



5. Improving resource deployment: Obtaining robust 

information on risk allows management to assess overall 

resource needs and enhance resource allocation. 

Relationship of COSO-IC and COSO-ERM 

 ERM adds three additional elements to COSO-IC 

framework: setting objectives, identifying events that 

may affect the company, and developing a response to 

assessed risk. The more comprehensive ERM framework 

takes a risk-based rather than a control based.   

 Internal control is an important part of enterprise risk 

management. Enterprise risk management (ERM) is applied 

from strategy through execution, while relying on internal 

control. The two are interconnected, but not 

interchangeable. Indeed, when used together, they’re 

powerful complements in supporting management. 

 For example, ERM helps in developing the objective used 

as a basis for developing controls, while internal control 

makes ERM more effective when control activities are in 

place over risk responses and other ERM processes. 

 

COSO-ERM Components 

1. Exercises Board Risk Oversight—The board of directors 

provides oversight of the strategy and carries out risk 

governance responsibilities to support management in 

achieving strategy and business objectives.  

2. Establishes Governance and Operating Model—The 

organization establishes governance and operating 

structures in the pursuit of strategy and business objectives.  

3. Defines Desired Organizational Behaviors—The 

organization defines the desired behaviors that characterize 

the entity’s core values and attitudes toward risk.  

4. Demonstrates Commitment to Integrity and Ethics—The 

organization demonstrates a commitment to integrity and 

ethical values.  

5. Enforces Accountability—The organization holds individuals 

at all levels accountable for enterprise risk management, 

and holds itself accountable for providing standards and 

guidance.  

6. Attracts, Develops, and Retains Talented Individuals—The 

organization is committed to building human capital in 

alignment with the strategy and business objectives.  

7. Considers Risk and Business Context—The organization 

considers potential effects of business context on risk 

profile.  

8. Defines Risk Appetite—The organization defines risk 

appetite in the context of creating, preserving, and realizing 

value.  



9. Evaluates Alternative Strategies—The organization 

evaluates alternative strategies and impact on risk profile.  

10. Considers Risk while Establishing Business Objectives—

The organization considers risk while establishing the 

business objectives at various levels that align and support 

strategy.  

11. Defines Acceptable Variation in Performance—The 

organization defines acceptable variation in performance 

relating to strategy and business objectives.  

12. Identifies Risk in Execution—The organization identifies risk 

in execution that impacts the achievement of business 

objectives.  

13. Assesses Severity of Risk—The organization assesses the 

severity of risk.  

14. Prioritizes Risks—The organization prioritizes risks as a 

basis for selecting responses to risks.  

15. Identifies and Selects Risk Responses—The organization 

identifies and selects risk responses.  

16. Assesses Risk in Execution—The organization assesses 
operating performance results and considers risk.  

17. Develops Portfolio View—The organization develops and 

evaluates a portfolio view of risk.  

18. Uses Relevant Information—The organization uses 

information that supports enterprise risk management.  

19. Leverages Information Systems—The organization 

leverages the entity’s information systems to support 

enterprise risk management.  

20. Communicates Risk Information—The organization uses 

communication channels to support enterprise risk 

management.  

21. Reports on Risk, Culture, and Performance—The 

organization reports on risk, culture, and performance at 

multiple levels of and across the entity.  

22. Monitoring Substantial Change—The organization identifies 

and assesses internal and external changes that may 

substantially impact strategy and business objectives.  

23. Monitors Enterprise Risk Management—The organization 

monitors enterprise risk management performance. 

Risk Assessment Approach 

Management must identify and analyze risks to determine how they 

should be managed. They must also identify and assess changes 

that could significantly impact the system of internal control. 

Companies should assess inherent risk, develop a response, and 

assess residual risk (the risk that remains after management 

implements internal controls or some other response to risk). 

Management’s responses toward risks: reduce, accept, share, and 

avoid. 

1. Asses the risk  

- Inherent risk: before applying the control or exist before 

the management take an action to control the likelihood 

occurs. 

- Residual risk: after applying the control or remains 

management after implementing the internal control or 

some other response to risk.  

2. Develop response 

- Reduce:  minimize the risk or reduce the likelihood  

- Accept: the company willing to accept the risk  

- Share: transfer it to someone else by buying assurance, 

etc. 

- Avoid: avoid the risk.  



Fraud Risk Management 

 

 

Fraud is any intentional act or omission designed to deceive others, 

resulting in the victim suffering a loss and/or the perpetrator 

achieving a gain.  

For most predatory fraud perpetrators, all the fraudster needs is an 

opportunity and the criminal mind-set that allows him/her to commit 

the fraud. For most first-time fraud perpetrators, three conditions 

are present when fraud occurs:  

1. Pressure is a person’s incentive or motivation for 

committing fraud  

2. Opportunity is the condition or situation, including one’s 

personal abilities that allows a perpetrator to do fraud. 

3. Rationalization allows perpetrators to justify their illegal 

behavior. 

 

Importance of FRM guide 

- FRM helps company to identify risk. Unable to identify risk 

can cause a greater loss in the future. 

- FRM helps provides implementation guidance that defines 

principles and points of focus for management. These 

principles and point of can be translated into company 

strategies in order to prevent and detect fraud. 

- FRM helps company to give response to current fraud 

situation in company, and also evaluate any fraud that 

already happen, in order to prevent it from happening again 

in the future. 



- FRM is needed because FRM will not only help enable 

appropriate compliance with legal and regulatory mandates, 

but also help the organization align its corporate values and 

performance while protecting assets and driving aligned 

organizational behavior. 

 

Fraud Risk Management Components and Principles 

1. Fraud risk governance is an integral component of 

corporate governance and the internal control environment. 

2. Fraud risk assessment is a dynamic and iterative process 

for identifying and assessing fraud risks relevant to the 

organization. Fraud risk assessment addresses the risk of 

fraudulent financial reporting, fraudulent non-financial 

reporting, asset misappropriation, and illegal act.  

3. Fraud control activity is an action established through 

policies and procedures that helps ensure that 

management’s directives to mitigate fraud risks are carried 

out. A fraud control activity is a specific procedure or 

process intended either to prevent fraud from occurring or to 

detect fraud quickly in the event that it occurs. Fraud control 

activities are generally classified as either preventive 

(designed to avoid a fraudulent event or transaction at the 

time of initial occurrence) or detective (designed to discover 

a fraudulent event or transaction after the initial processing 

has occurred). 

4. Fraud risk management principle relates to monitoring the 

overall fraud risk management process. The organization 

selects, develops, and performs ongoing evaluations to 

ascertain whether each of the five principles of fraud risk 

management is present and functioning and communicates 

Fraud Risk Management Program deficiencies in a timely 

manner to parties responsible for taking corrective action. 

  



Three Lines of Defense 

 

Definition of 3LOD 

The Three Lines of Defense approach is increasingly being adopted 

by organizations in order to build risk management capabilities 

across the ranks and business processes of an organization. The 

Model enhances understanding of risk management and control by 

clarifying roles and duties. The responsibilities of each of the groups 

(or ―lines‖) are:  

1. Own and manage risk and control (front line operating 

management).  

2. Monitor risk and control in support of management (risk, 

control, and compliance functions put in place by 

management).  

3. Provide independent assurance to the board and senior 

management concerning the effectiveness of management 

of risk and control (internal audit). 

Components of 3LOD 

1. The first line of defense lies with the business and process 

owners whose activities create and/or manage the risks that 

can facilitate or prevent an organization’s objectives from 

being achieved. The first line owns the risk, and the design 

and execution of the organization’s controls to respond to 

those risks. Ex: Management Controls and Internal Control 

Measures. In this case they are expected to: 

- Ensuring a conducive environment in their business 

units. 

- Implement a defined risk management policy while 

carrying out their roles and responsibilities especially in 

pursuit of company growth. They are expected to 

consciously consider the risk factors in their decisions 

and actions. 

- Be able to demonstrate effective internal controls in their 

business units, as well as monitoring and transparency 

of the effectiveness of such internal controls. 

2. The second line is put in place to support management by 

bringing expertise, process excellence, and 

management monitoring alongside the first line to help 

ensure that risk and control are effectively managed. 

The second line of defense functions are separate from the 

first line of defense but are still under the control and 

direction of senior management and typically perform some 

management functions. Ex: Financial Control, Security 

Control, Risk Management, Quality Control, Inspection, 

Compliance. In this case, they are expected to: 

- Responsible for developing and monitoring the 

implementation of overall corporate risk management. 



- Monitoring how business functions are implemented 

within the risk management corridor and its standard 

operating procedures established by the company. 

- Monitor and report company risks thoroughly to the 

highest accountable organs in the company. 

3. The third line provides assurance to senior management 

and the board over both the first and second lines’ efforts 

consistent with the expectations of the board of directors 

and senior management. The third line of defense is 

typically not permitted to perform management functions to 

protect its objectivity and organizational independence. The 

role of internal auditors is much more intense in this 3LoD 

model because they are an internal part of the company that 

is independent of other functions. Internal auditors provide 

the governing body and senior management with 

comprehensive assurance based on the highest level of 

independence and objectivity within the organization. In this 

case, the internal auditor is expected to: 

- Review and evaluate the design and implementation of 

overall risk management. 

- Ensure that the first and second layer defenses run as 

expected. 

Relationship between COSO-IC and 3LOD 

1. The first line of defense in the Model is primarily handled by 

front-line and mid-line managers who have day-to-day 

ownership and management of risk and control. 

 

 

 

2. The second line of defense includes various risk 

management and compliance functions put in place by 

management to help ensure controls and risk management 

processes implemented by the first line of defense are 



designed appropriately and operating as intended. They 

often work closely with operating management to help 

define implementation strategy, provide expertise in risk, 

implement policies and procedures, and collect information 

to create an enterprise-wide view of risk and control. 

 

 

 

3. Internal auditors serve as an organization’s third line of 

defense. Among other roles, internal audit provides 

assurance regarding the efficiency and effectiveness of 

governance, risk management, and internal control. 

 

Roles of Accountant in 3LOD 

As an accountant, the role is to provide the financial report of an 

entity that meet the qualitative characteristics in conceptual 

framework like relevance, faithful representation, neutral, complete, 

free from error, etc. Through the financial report, every individual in 

the three lines of defense can be helped to identify what risks that 

the entity faces and they can make a decision about that related to 

the risks. A good financial report is so important especially in the 

third base of defense, which is for Internal Audit to evaluate the 

efficiency and effectiveness of company’s performances. Also, 

accountant responsible in management control which is identifying 

and assessing the risk. As an accountant, we involve in first and 



second line of defense because we understand how to mitigate the 

risk (day to day control). 

 

Structuring and Coordinating the 3LOD 

The Three Lines of Defense Model is purposely designed to be 

flexible. Each organization should implement the model in a way 

that is suitable for their industry, size, operating structure, and 

approach to risk management. However, the overall governance 

and control environment normally is strongest when there are three 

separate and clearly defined lines of defense.  Each group within 

the three lines of defense should have clearly defined roles and 

responsibilities that are supported by appropriate policies, 

procedures, and reporting mechanisms.  

Lines of defense should not be combined or coordinated in a 

manner that compromises their effectiveness. Each line of 

defense has unique positioning in the organization and unique 

responsibilities. Particular care should be taken if the organization 

combines functions across the three lines of defense. The 

effectiveness of the second or third line of defense can be 

adversely affected if the combination injures the uniqueness of that 

line. Capability and efficiency are not the only criteria; 

independence and objectivity are also essential elements to 

consider. 

 

 

 

 

  



 

 

 

 

 Types of AIS Threats 

 

1. Natural and political disaster can destroy an information 

system and cause many companies to fail. For example: 

- Terrorist attacks on the World Trade Center in New 

York City and on the Federal Building in Oklahoma City 

destroyed or disrupted all the systems in those 

buildings. 

- A flood in Chicago destroyed or damaged 400 data 

processing centers. A flood in Des Moines, Iowa, buried 

the city’s computer under eight feet of water. Hurricanes 

and earthquakes have destroyed numerous computer 

systems and severed communication lines. Other 

systems were damaged by falling debris, water from 

ruptured sprinkler systems, and dust. 

 

2. Software errors and equipment malfunctions (operating 

system crashes, hardware failures, power outages and 

fluctuations, and undetected data transmission errors) 

constitute a second type of threat. For example: 

- A bug in Burger King’s software resulted in a $4,334.33 

debit card charge for four hamburgers. The cashier 

accidentally keyed in the $4.33 charge twice, resulting 

in the overcharge. 

- At Facebook, an automated system for verifying 

configuration value errors backfired, causing every 

single client to try to fix accurate data it perceived as 

invalid. Since the fix involved querying a cluster of 

databases, that cluster was quickly overwhelmed by 

hundreds of thousands of queries a second. The 

resultant crash took the Facebook system offline for 

two-and-a-half hours. 

 

3. Unintentional acts is the greatest risk to information 

systems and causes the greatest dollar losses. It is caused 

by human carelessness, failure to follow established 

procedure, poorly trained or supervised personnel, etc. For 

example: 

- A data entry clerk at Mizuho Securities mistakenly 
keyed in a sale for 610,000 shares of J-Com for 1 yen 

CHAPTER 5 
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instead of the sale of 1 share for 610,000 yen. The 
error cost the company $250 million. 

- A programmer made a one-line-of-code error that 
priced all goods at Zappos, an online retailer, at 
$49.95—even though some of the items it sells are 
worth thousands of dollars. The change went into effect 
at midnight, and by the time it was detected at 6:00 
a.m., the company had lost $1.6 million on goods sold 
far below cost. 
 

4. Intentional acts, such as computer crime, fraud, sabotage, 

which is deliberate destruction or harm to a system. For 

example: 

- A hacker stole 1.5 million credit and debit card 
numbers from Global Payments, resulting in an $84 
million loss and a 90% drop in profits in the quarter 
following disclosure.  

- The Sobig virus wreaked havoc on millions of 
computers, including shutting down train systems for 
up to six hours.  
 

 

Control activities are policies, procedures, and rules that 

provide reasonable assurance that control objectives are 

met and risk responses are carried out. 

Steps to assess the threats: 

1. Determine threats that confront company 

2. Estimate the risk, or probably, of each threat occurring. 

3. Estimate the exposure, or potential loss, from each 

threat. 

4. Identify set of controls to guard against threat. 

5. Estimate costs and benefits from instituting controls. 

6. Implement set of controls to guard against threat. 

Control Activities:  

1. Proper authorization of transactions and activities 

- Authorizations are often documented by signing, 

initializing, or entering an authorization code on a 

document or record. Certain activities or transactions 

may be of such consequence that management 

grants specific authorization meanwhile routine 

transactions without special approval, a procedure 

known as general authorization. 

- Employees who process transactions should verify 

the presence of appropriate authorizations. Auditors 

review transactions to verify proper authorization, as 

their absence indicates a possible control problem. 

 

2. Segregation of duties 

Good internal control requires that no single employee 

be given too much responsibility over business 

transactions or processes. 

- Segregation of accounting duties: Separating the 

accounting functions of authorization, custody, and 

recording to minimize an employee’s ability to 

commit fraud. 

 Authorization—approving transactions and 

decisions 

 Recording—preparing source documents; 

entering data into computer systems; 

maintaining journals, ledgers, files, or 

databases; and preparing reconciliations and 

performance reports 

 Custody—handling cash, tools, inventory, or 

fixed assets; receiving incoming customer 

checks; writing checks 



- Segregation of system duties: Implementing control 

procedures to clearly divide authority and 

responsibility within the information system function. 

 

3. Project development and acquisition controls 
It is important to have a proven methodology to govern 
the development, acquisition, implementation, and 
maintenance of information systems. It should contain 
appropriate controls for management approval, user 
involvement, analysis, design, testing, implementation, 
and conversion. 

 
4. Change management controls 

Organizations modify existing systems to reflect new 
business practices and to take advantage of IT 
advancements. Those in charge of changes should 
make sure they do not introduce errors and facilitate 
fraud. 
 

5. Design and use of documents and records 
The proper design and use of electronic and paper 
documents and records help ensure the accurate and 
complete recording of all relevant transaction data. Their 
form and content should be as simple as possible, 
minimize errors, and facilitate review and verification. 
Documents that initiate a transaction should contain a 
space for authorizations. 
 

6. Safeguarding assets, records, and data 
 

7. Independent checks on performance 

 

Examples of Control Activities: 

Threat Control Activities 

Natural Disaster: 
Prolonged interruption of 
data 
processing and business 
operating 
due to fire, natural disaster, 
sabotage, or vandalism. 

Determine recovery priorities 
assign responsibility for 
recovery activities, 
document and test plan, 
continuously review and 
revise plan; remote storage 
of backup data and program 
files; using insurance for 
data. 

Software Error and 
Equipment Malfunction: 
- System outages or 

failure that interrupts 
critical business 
operations, loss or 
destruction of data. 

- System development 
projects consume 
excessive resource 

- System failures; error in 
data transmission 

 
 
- Disaster and business 

interruption insurance; 
regular preventive 
maintenance on key 
components (minimizing 
system downtime). 

- Long-range strategic 
master plan, data 
processing schedules. 

- Backup, design network 
to handle peak 
processing, multiple 
communication paths 
between network 
components 

Unintentional acts:  
- Invalid, incomplete, or 

inaccurate source data 
input. 

 
 
- Inaccurate or incomplete 

data in computer- 

 
- Reviews for appropriate 

authorization; 
segregation of duties; 
visual scanning; check-
digit verification; and key 
verification. 

- Monitoring data entry by 



processed master files. 
 

data control personal; 
reconciliation of system 
updates with control 
accounts or reports. 

Intentional acts: 
- Computer fraud 

 
- Authorized access to 

confidential 
data 

 

 
- Clearly divide authority 

and responsibility among 
system. 

- Restrict access to 
authorized personnel; 
maintain a few securely 
locked and carefully 
monitored entrances; 
require proper employee 
ID 

 

 Fraud is any and all means a person uses to gain an unfair 

advantage over another person.  

The Fraud Triangle 

Fraud triangle is a model for explaining the factors that 

cause someone to commit occupational fraud. 

PRESSURERS – a person’s incentive or motivation for committing 

fraud.  

OPPORTUNITIES – the condition or situation that allows a person 

or organization to commit and conceal a dishonest act and convert 

it to personal gain.  

REALIZATION – the excuse that fraud perpetrators use to justify 

their illegal behavior. 

 

 Computer Fraud is any fraud that requires computer 

technology to perpetrate it. Example include: 

- Unauthorized theft, use, access, modification, copying, 

or destruction of software, hardware, or data 

- Theft of assets covered up by altering computer records 

- Obtaining information or tangible property illegally using 

computers. 

Computer Fraud Classification 

Fraud can be categorized using the data processing model. 

 Input Fraud 

The simplest and most common way to commit a 

computer fraud is to alter or falsify computer input. It 

requires little skill; perpetrators need only understand 

how the system operates so they can cover their tracks. 

For example: 

A man opened a bank account in New York and had 

blank bank deposit slips printed that were similar to 

those available in bank lobbies, except that his account 

number was encoded on them. He replaced the deposit 



slip in lobby with his forged ones. For three days, bank 

deposits using the forged slips went into his account. 

The perpetrator withdrew the money and disappeared. 

He was never found.  

 Processor Fraud 

Processor Fraud includes unauthorized system use, 

including the theft of computer time and services. For 

example: 

 

An insurance company installed software to detect 

abnormal system activity and found that employees were 

using company computers to run an illegal gambling 

website.  

 

 Computer Instructions Fraud 

Computer instructions fraud includes tampering with 

company software, copying software illegally, using 

software in an authorized manner, and developing 

software to carry out an authorized activity.  

 

 Data Fraud 

Illegally using, copying, browsing, searching, or harming 

company data constitutes data fraud. The biggest cause 

of data breaches is employee negligence. For example: 

 

The office manager of a Wall Street law firm sold 

information to friends and relatives about prospective 

mergers and acquisitions found in Word files. They made 

several million dollars trading the securities. 

 

 Output Fraud 

Output fraud is stealing, copying, or misusing computer 

printouts or displayed information. For example: 

 

Fraud perpetrators use computers to forge authentic-

looking outputs, such as a paycheck. A fraud perpetrator 

can scan a company paycheck, use desktop publishing 

software to erase the payee and amount, and print 

fictitious paychecks. Losses to check fraud in the United 

States total more than $20 billion a year. 

 

 The Ways to Prevent and Detected Fraud 

Make fraud less likely to occur 

 Create an organizational culture that stresses integrity and 

commitment to ethical values and competence 

  Adopt an organizational culture, management philosophy, 

operating style, and risk appetite that minimizes the 

likelihood of fraud. 

  Identify the events that lead to increased fraud risk, and 

take steps to prevent, avoid, share, or accept that risk. 

  Develop a comprehensive set of security policies to guide 

the design and implementation of specific control 

procedures, and communicate them effectively to company 

employees. 

  Provide employee support programs; this provides a place 

for employees to turn to when they face pressures they 

might be inclined to resolve by perpetrating a fraud 



  Implement formal and rigorous project development and 

acquisition controls, as well as change management 

controls. 

  Increase the penalty for committing fraud by prosecuting 

fraud perpetrators more vigorously. 

 Etc.  

Increase the difficulty of committing fraud 

 Develop and implement a strong system of internal controls. 

 Segregate the accounting functions of authorization, 

recording, and custody. 

 Implement a proper segregation of duties between systems 

functions. 

 Restrict physical and remote access to system resources to 

authorized personnel. 

 Require transactions and activities to be authorized by 

appropriate supervisory personnel. Have the system 

authenticate the person, and their right to perform the 

transaction, before allowing the transaction to take place. 

 Safeguard all assets, records, and data. 

 Implement computer-based controls over data input, 

computer processing, data storage, data transmission, and 

information output. 

 Encrypt stored and transmitted data and programs to protect 

them from unauthorized access and use. 

 When disposing of used computers, destroy the hard drive 

to keep criminals from mining recycled hard drives. 

 Etc. 

 

 

Improve detection methods 

 Develop and implement a fraud risk assessment program 

that evaluates both the likelihood and the magnitude of 

fraudulent activity and assesses the processes and control 

that can deter and detect the potential fraud 

 Create an audit trail so individual transactions can be traced 

through the system to the financial statements and financial 

statements data can be traced back to individual 

transactions 

 Install fraud detection software implement a fraud hotline 

 Motivate employees to report fraud by implementing 

whistleblower rewards and protections for those who come 

forward 

 Employ a computer security officer, computer consultants, 

and forensic specialists as needed 

 Etc.  

Reduce fraud losses 



 Maintain adequate insurance. 

 Develop comprehensive fraud contingency, disaster 

recovery, and business continuity plans. 

 Store backup copies of program and data files in a secure 

off-site location. 

 Use software to monitor system activity and recover from 

fraud. 

  



 

 

 

 

There are some of the common computer attack techniques: 

 Hacking – unauthorized access, modification, or use of an 

electronic device or some element of a computer system. 

For example:  

Acxiom manages customer information for credit card 

issuers, banks, automotive manufacturers, and retailers. A 

systems administrator for a company doing business with 

Acxiom exceeded his authorized access, downloaded an 

encrypted password file, and used a password-cracking 

program to access confidential IDs. The intrusion cost 

Acxiom over $5.8 million.  

 Hijacking – gaining control of someone else’s computer to carry 

out illicit activities, such as sending spam without the computer 

user’s knowledge. 

o Bot Herder – the person who creates a botnet by installing 

software on PCs that responds to the bot herder’s 

electronic instructions. 

o Botnet – a network of powerful and dangerous hijacked 

computers that are used to attack systems or spread 

malware. Botnets are used to perform a denial-of-service 

(DoS) attack. 

o Denial-of-Service (DoS) – a computer attack in which the 

attacker sends so many e-mail bombs or web page 

requests, often from randomly generated false addresses, 

that the internet service provider’s e-mail server or the web 

server is overloaded and shuts down.  

For Example: 

- CloudNine, an Internet service provider, went out of 

business after DoS attacks prevented its subscribers and 

their customers from communicating. 

- A DoS attack shut down 3,000 websites for 40 hours on 

one of the busiest shopping weekends of the year. 

 

Computer Attack and Abuse 

 Spamming – simultaneously sending the same unsolicited 

message to many people, often in attempt to sell them 

something. 

 Dictionary Attacks – using special software to guess 

company e-mail addresses and send them blank e-mail 

messages. Unreturned messages are usually valid e-mail 

addresses that can be added to spammer e-mail list. 

 Splog – spam blogs created to increase a website’s Google 

PageRank, which is how often a web page is referenced by 

other web pages. 

 Spoofing – making an electronic look as if someone else 

sent it to gain the trust of recipient. 

 Zero Day Attack – an attack between the time a new 

software vulnerability is discovered and the time a software 

developer releases a patch that fixes the problem. 

 Cross Spite Scripting – a vulnerability in dynamic web 

pages that allows an attacker to bypass a browser’s security 

mechanisms and instruct the victim’s browser to execute 

code, thinking it came from the desired website. 

 Buffer overflow attack – when the amount of data entered 

into a program is greater than the amount of the memory 

(the input buffer) set aside to receive it. 
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 SQL Injection Attack – malicious code in the form of an 

SQL query is inserted into input so it can be passed to and 

executed by an application program. 

 Masquerading – pretending to be an authorized user to 

access a system. This is possible when the perpetrator 

knows the user’s ID number and password or uses her 

computer after she has logged in. 

 Password cracking – penetrating a system’s defenses, 

stealing the file containing valid passwords, decrypting 

them, and using them to gain access to programs, files, and 

data. 

 Man In The Middle Attack (MITM) – hacker placing himself 

between a client and a host to intercept communications 

between them. 

 War Dialing – programming a computer to dial thousands of 

phone lines searching for dial-up modem lines. 

 War Driving – driving around looking for unprotected 

wireless networks. 

 War Rocketing – use rockets to let loose wireless access 

points attached to parachutes that detected unsecured 

wireless networks in a 50-square-mile area. 

 Phreaking – attacking phone systems. The most common 

reason for the attack is to obtain free phone line access, to 

transmit malware, and to steal and destroy data 

 Data Diddling - changing data before or during entry into a 

computer system in order to delete, alter, add, or incorrectly 

update key system data. 

 Data Leakage – the unauthorized copying of company data. 

 Podslurping – using a small device with storage capacity, 

such as an iPod or Flash drive, to download unauthorized 

data. 

 Salami Technique - stealing tiny slices of money from 

many different accounts. 

 Economic espionage – theft of information, trade secrets, 

and intellectual property. 

 Cyber Extortion – threatening to harm a company or a 

person if a specified amount of money is not paid. 

 Cyber Bullying – using computer technology to support 

deliberate, repeated, and hostile behavior that torments, 

threatens, harasses, humiliates, embarrasses, or otherwise 

harms another person. 

 Internet Terrorism – using the Internet to disrupt electronic 

commerce and harm computers and communications. 

 Internet Misinformation – using the Internet to spread false 

or misleading information. 

 E-mail Threats – threats sent to victims by e-mail. The 

threats usually require some follow-up action, often at great 

expense to the victim. 

 Internet Auction Fraud – using an Internet auction site to 

defraud another person. 

 Internet Pump and Dump Fraud – using the Internet to 

pump up the price of a stock and then sell it. 

 Click Fraud - manipulating the number of times an ad is 

clicked on to inflate advertising bills. 

 Web Cramming – offering a free website for a month, 

developing a worthless website, and charging the phone bill 

of the people who accept the offer for months, whether they 

want to continue using the website or not. 

 Software Piracy – the unauthorized copying or distribution 

of copyrighted software. 

 

Social Engineering 



Social engineering refers to techniques or psychological tricks used 

to get people to comply with perpetrator’s wishes in order to gain 

physical or logical access to a building, computer, server, or 

network. It’s usually to get information needed to obtain confidential 

data.  

Fraudsters take advantage of the following 7 human traits in order 

to entice a person to reveal information or take a specific action: 

1. Compassion – the desire to help others who present 

themselves as really needing your help. 

2. Greed – people are more likely to cooperate if they get 

something free or think they are getting once-in-a-lifetime 

deal. 

3. Sloth – few people want to do things the hard way, waste 

time, or do something unpleasant; fraudsters take 

advantage of our lazy habits and tendencies.  

4. Trust – people are more likely to cooperate with people who 

gain their trust. 

5. Urgency – a sense of urgency or immediate need that must 

be met leads people to be more cooperative and 

accommodating. 

6. Vanity – people are more likely to cooperate if you appeal to 

their vanity by telling them they are going to be more 

popular or successful. 

Establishing the following policies and procedures can help 

minimize social engineering: 

1. Never let people follow you into a restricted building. 

2. Never log in for someone else on a computer, especially if 

you have administrative access. 

3. Never give sensitive information over the phone or through 

e-mail. 

4. Never share passwords or used IDs. 

5. Be cautious of anyone you do not know who is trying to gain 

access through you.  

 

 

The Various Social Engineering Issues and Techniques: 

 Identity theft – assuming someone else’s identity, usually 

for economic gain, by illegally obtaining confidential 

information such as social security number or a bank 

account or credit card number. 

 Pretexting – using an invented a scenario (the pretext) that 

creates legitimacy in target’s mind in order to increase the 

likelihood that victim will divulge information or do 

something.  

 Posing – creating a seemingly legitimate business, 

collecting personal information while making a sale, and 

never delivering the product. 

 Phishing – sending an electronic message pretending to be 

a legitimate company, usually a financial institution, and 

requesting information and verification of information and 

often warning of a consequence if it is not provided. The 

request is bogus, and the information gathered is used to 

commit identity theft or to steal funds from the victim’s 

account.  

 Vishing – voice phishing; it is like phishing except that the 

victim enters confidential data by phone 

 Carding – activities perform on stolen credit cards, including 

making a small online purchase to determine whether the 

card is still valid and buying and selling stolen credit card 

number.  



 Pharming – redirecting website traffic to a spoofed (fake) 

website. 

 Evil twin – a wireless network with the same name (service 

set identifier) as a legitimate wireless access point. Users 

are unware that they connect to the evil twin and the 

perpetrator monitors the traffic looking for confidential 

information. 

 Typosquatting/URL hijacking – setting up similarly named 

websites so that users making typographical errors when 

entering a website name are sent to an invalid site. 

 QR barcode replacements – fraudsters cover valid QR 

codes with sticker containing a replacement QR code to fool 

people into going to an unintended site that infects their 

phones with malware. 

 Tabnapping – Secretly changing an already open browser 

tab in order to capture user IDs and passwords when the 

victim logs back into the site. 

 Scavenging/dumpster diving – Searching documents and 

records to gain access to confidential information.  

 Shoulder Surfing – when perpetrators look over a person’s 

shoulder in a public place to get information, such as ATM 

PIN numbers or used IDs and passwords. 

 Lebanese Loping – Inserting a sleeve into an ATM that 

prevents it from ejecting the card. The perpetrator pretends 

to help the victim, tricking the person into entering the PIN 

again. Once the victim gives up, the thief removes the card 

and uses it and the PIN to withdraw money. 

 Skimming – double swiping a credit card in a legitimate 

terminal or covertly swiping a credit card in a small, hidden, 

hand-held card reader that records credit card data for later 

use.  

 Chipping – Posing as a service engineer and planting a 

small chip that records transaction data in a legitimate credit 

card reader. The chip is later removed to access the data 

recording on it.  

 Eavesdropping – listening to private communications or 

tapping into data transmissions intended for someone else. 

One way to intercept signals is setting up a wiretap. 

 

Malicious Software (Malware) 

Malware is computer programs designed to infiltrate and damage 

computers without the users consent. 

Different kind of Malware: 

 Spyware – software that secretly monitors computer usage, 

collects personal information about users, and sends it to 

someone else, often without the computer user’s 

permission.  

 Adware – spyware that causes banner ads to pop up on a 

monitor, collects information about the user’s web surfing 

and spending habits, and forwards it to the adware creator, 

often an advertising or media organization. Adware usually 

comes bundled with freeware and shareware downloaded 

from the internet. 

 Scareware – malicious software of no benefit that is sold 

using scare tactics.  

 Ransomware – software that encrypts programs and data 

until a ransom is paid to remove it. 

 Keylogger – software that records computer activity, such 

as a user’s keystrokes, e-mails sent and received, websites 

visited, and chat session participation. 
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 Trojan Horse – a set of unauthorized computer instruction 

in an authorized and otherwise properly functioning 

program. 

 Time bomb/logic bomb – a program that lies idle until 

some specified circumstance or a particular time triggered, 

the program sabotages the system by destroying programs 

or data.  

 Trap door/back door – a set of computer instructions that 

allows a user to bypass the system’s normal controls.  

 Packet sniffers – programs that capture data from 

information packets as they travel over the internet or 

company networks. Captured data is sifted to find 

confidential or proprietary information.  

 Rootkit – a software that is specially designed to 

manipulate the operation system directly to the hardware 

 Virus – a segment of executable code that attaches itself to 

a file, program, or some other executable system 

component. When the hidden program is triggered, it makes 

unauthorized alterations to the way a system operates. 

 Worm – similar to a virus, except that it is a program rather 

than a code segment hidden in a host program. A worm also 

copies itself automatically and actively transmits itself 

directly to other systems.  

 Bluebugging – taking control of someone else’s phone to 

make or listen to calls, send or read text messages, connect 

to the internet, forward the victim’s calls, and call numbers 

that charge fees. 

 

 

 

 

The Trust Services Framework organizes IT-related controls 

into five principles that jointly contribute to systems reliability: 

1. Security—access (both physical and logical) to the system 

and its data is controlled and restricted to legitimate users. 

2. Confidentiality—sensitive organizational information (e.g., 

marketing plans, trade secrets) is protected from 

unauthorized disclosure. 

3. Privacy—personal information about customers, 

employees, suppliers, or business partners is collected, 

used, disclosed, and maintained only in compliance with 

internal policies and external regulatory requirements and 

is protected from unauthorized disclosure. 

4. Processing Integrity—data are processed accurately, 

completely, in a timely manner, and only with proper 

authorization. 

5. Availability—the system and its information are available 

to meet operational and contractual obligations. 



 

Information security is the foundation of systems reliability 

and is necessary for achieving each of other four principles. 

Information security procedures restrict system access to 

authorized users only, thereby protecting the confidentiality of 

sensitive organizational data and the privacy of personal 

information collected from customers. Information security 

procedures protect information integrity by preventing submission of 

unauthorized or fictitious transactions and preventing unauthorized 

changes to stored data or programs. Finally, information security 

procedures provide protection against a variety of attacks, including 

viruses and worms, thereby ensuring that the system is available 

when needed. 

 

Security Life Cycle 

 

The first step in the security life cycle is to assess the 

information security-related threats that the organization faces and 

select an appropriate response. Information security professionals 

possess the expertise to identify potential threats and to estimate 

their likelihood and impact. However, senior management must 

choose which of the four risk responses (reduce, accept, share, or 

avoid) is appropriate to adopt so that the resources invested in 

information security reflect the organization’s risk appetite. 

Step 2 involves developing information security policies and 

communicating them to all employees. Senior management must 

participate in developing policies because they must decide the 

sanctions they are willing to impose for noncompliance. In addition, 

the active support and involvement of top management is 



necessary to ensure that information security training and 

communication is taken seriously. 

Step 3 of the security life cycle involves the acquisition or 

building of specific technological tools. Senior management must 

authorize investing the necessary resources to mitigate the threats 

identified and achieve the desired level of security. 

Finally, step 4 in the security life cycle entails regular 

monitoring of performance to evaluate the effectiveness of the 

organization’s information security program. Advances in IT create 

new threats and alter the risks associated with old threats. 

 

The idea of defense-in-depth is to employ multiple layers of 

controls to avoid having a single point of failure. For example, many 

organizations use not only firewalls but also multiple authentication 

methods (passwords, tokens, and biometrics) to restrict access to 

their information systems. 

Detecting a security breach and initiating corrective remedial 

action must be timely because once preventive controls have been 

breached, an intruder can quickly destroy, compromise, or steal the 

organization’s economic and information resources. Therefore, the 

goal of the time-based model of security is to employ a 

combination of preventive, detective and corrective controls that 

protect information assets long enough to enable an organization to 

recognize that an attack is occurring and take steps to thwart it 

before any information is lost or compromised. This objective can 

be expressed in a formula that uses the following three variables: 

P = the time it takes an attacker to break through the 

organization’s preventive controls. 

D = the time it takes to detect that an attack is in progress. 

C = the time it takes to respond to the attack and take 

corrective action. 

Those three variables are then evaluated as follows: If P > D 

+ C, then the organization’s security procedures are effective. 

Otherwise, security is ineffective. 

 

 

Understanding Targeted Attacks 

Before we discuss the preventive, detective, and corrective 

controls that can be used to mitigate the risk of systems intrusions, 

it is helpful to understand the basic steps criminals use to attack an 

organization’s information system: 

1. Conduct reconnaissance. 

The objective of this initial reconnaissance is to learn as 

much as possible about the target and to identify potential 

vulnerabilities. 

2. Attempt social engineering. 

Social engineering is using deception to obtain 

unauthorized access to information resources. 

3. Scan and map the target. 

The attacker uses a variety of automated tools to identify 

computers that can be remotely accessed and the types of 

software they are running. 

4. Research. 

Conduct research to find known vulnerabilities for those 

programs and learn how to take advantage of those 

vulnerabilities. 

5. Execute the attack. 

The criminal takes advantage of a vulnerability to obtain 

unauthorized access to the target’s information system. 

6. Cover tracks. 



Attempt to cover tracks and create ―back doors‖ that they 

can use to obtain access if their initial attack is discovered 

and controls are implemented to block that method of 

entry. 

 

A. Preventive Controls 

a. People 

1. Creation of a “security-aware” culture 

To create a security-conscious culture in which 

employees comply with organizational policies, top 

management must not only communicate the 

organization’s security policies, but must also lead by 

example. Employees are more likely to comply with 

information security policies when they see their 

managers do so. Conversely, if employees observe 

managers violating an information security policy, for 

example by writing down a password and affixing it to a 

monitor, they are likely to imitate that behavior. 

2. Training 

Employees must understand how to follow the 

organization’s security policies. Thus, training is a 

critical preventive control. All employees should be 

taught why security measures are important to the 

organization’s long-run survival. They also need to be 

trained to follow safe computing practices, such as 

never opening unsolicited e-mail attachments, using 

only approved software, not sharing passwords, and 

taking steps to physically protect laptops. Training is 

especially needed to educate employees about social 

engineering attacks. Security awareness training is 

important for senior management, too, because in 

recent years many social engineering attacks, such as 

spear phishing, have been targeted at them. Training of 

information security professionals is also important. New 

developments in technology continuously create new 

security threats and make old solutions obsolete. 

Therefore, it is important for organizations to support 

continuing professional education for their security 

specialists. 

b. Processes 

1. Authentication controls 

Authentication is the process of verifying the identity of 

the person or device attempting to access the system. 

The objective is to ensure that only legitimate users can 

access the system. 

Three types of credentials can be used to verify a 

person’s identity: 

 Something they know, such as passwords or 

personal identification numbers (PINs) 

 Something they have, such as smart cards or ID 

badges 

 Some physical or behavioral characteristic (referred 

to as a biometric identifier), such as fingerprints or 

typing patterns. 

2. Authorization controls 

Authorization is the process of restricting access of 

authenticated users to specific portions of the system 

and limiting what actions they are permitted to perform. 

 

c. IT Solutions 



1. Anti-malware 

Malware (e.g., viruses, worms, keystroke logging 

software, etc.) is a major threat. Malware can damage 

or destroy information or provide a means for 

unauthorized access. Therefore, COBIT 5 section 

DSS05.01 lists malware protection as one of the keys to 

effective security, specifically recommending: 

 Malicious software awareness education, 

 Installation of antimalware protection tools on all 

devices, 

 Centralized management of patches and updates to 

antimalware software, 

 Regular review of new malware threats, 

 Filtering of incoming traffic to block potential sources 

of malware, and 

 Training employees not to install shared or 

unapproved software. 

2. Network access controls 

 Perimeter Defense: Routers, Firewalls, and Intrusion 

Prevention Systems 

 How Information Flows on Networks: Overview of 

TCP/IP and Ethernet 

 Controlling Access by Filtering Packets 

 Using Defense-in-Depth to Restrict Network Access 

 Securing Dial-Up Connections 

 Securing Wireless Access 

3. Device and software hardening 

 Endpoint Configuration 

Process of modifying the default configuration of 

endpoints to eliminate unnecessary settings and 

services is called hardening. In addition to hardening, 

every endpoint needs to be running antivirus and 

firewall software that is regularly updated. It may also 

be desirable to install intrusion prevention software 

directly on the endpoint to prevent unauthorized 

attempts to change the device’s hardened 

configuration. 

 User Account Management 

Administrative rights are needed to install software 

and alter most configuration settings. These powerful 

capabilities make accounts with administrative rights 

prime targets for attackers. In addition, many 

vulnerabilities affect only accounts with 

administrative rights. Therefore, employees who 

need administrative powers on a computer should be 

assigned two accounts: one with administrative rights 

and another that has only limited privileges. These 

employees should be trained to log in under their 

limited account to perform routine daily duties and to 

log in to their administrative account only when they 

need to perform some action, such as installing new 

software, which requires administrative rights. It is 

especially important that the employee use a limited 

regular user account when browsing the web or 

reading e-mail. This way, if the user visits a 

compromised website or opens an infected e-mail, 



the attacker will acquire only limited rights on the 

machine. 

 Software Design 

4. Encryption 

Encryption provides a final layer of defense to prevent 

unauthorized access to sensitive information. 

d. Physical Security 

Laptops, cell phones, and tablets require special attention 

to their physical security because they frequently store 

sensitive information and are so easily lost or stolen. The 

major cost is not the price of replacing the device, but 

rather the loss of the confidential information it contains 

and the costs if notifying those affected. Often, companies 

also must pay for credit-monitoring services for customers 

whose personal information was lost or stolen. There may 

even be class action lawsuits and fines by regulatory 

agencies.  

Ideally, employees should not store any sensitive 

information on laptops or other personal devices. If 

sensitive organizational information must be stored on a 

laptop or other portable device, it should be encrypted so 

that if the device is lost or stolen the information will be 

inaccessible. To deal with the threat of laptop theft, 

employees should be trained to always lock 

their laptops to an immovable object. This is necessary 

even when in the office, as there have been cases where 

thieves disguised as cleaning crews have stolen laptops 

and other equipment during working hours. 

e. Change Controls and Change Management 

Change control and change management refer to the 

formal process used to ensure that modifications to 

hardware, software, or processes do not reduce systems 

reliability. Good change control often results in better 

operating performance because there are fewer problems 

to fix. Companies with good change management and 

change control processes also experience lower costs 

when security incidents do happen. 

Characteristics of a well-designed change control and 

change management process include: 

 Documentation of all change requests, identifying the 

nature of the change, its rationale, date of the request, 

and outcome of the request. 

 Conversion controls to ensure that data is accurately 

and completely transferred from the old to the new 

system. Internal auditors should review the conversion 

process. 

 Updating of all documentation (program instructions, 

system descriptions, procedures manuals, etc.) to 

reflect the newly implemented changes. 

 Development and documentation of ―backout‖ plans to 

facilitate reverting to previous configurations if the new 

change creates unexpected problems. 

 Careful monitoring and review of user rights and 

privileges during the change process to ensure that 

proper segregation of duties is maintained. 

 

 



B. Detective Controls 

a. Log Analysis 

Log analysis is the process of examining logs to identify 

evidence of possible attacks. It is especially important to 

analyze logs of failed attempts to log on to a system and 

failed attempts to obtain access to specific information 

resources. Logs need to be analyzed regularly to detect 

problems in a timely manner. This is not easy, because 

logs can quickly grow. Another problem is that many 

devices produce logs with proprietary formats, making it 

hard to correlate and summarize logs from different 

devices. Nevertheless, log analysis ultimately requires 

human judgment to interpret the reports and identify 

situations that are not ―normal.‖ 

b. Intrusion Detection Systems 

Network intrusion detection systems (IDSs) consist of a 

set of sensors and a central monitoring unit that create logs 

of network traffic that was permitted to pass the firewall 

and then analyze those logs for signs of attempted or 

successful intrusions. The main difference between an IDS 

and an IPS is that an IDS only produces a warning alert 

when it detects a suspicious pattern of network traffic; it is 

then up to the human responsible for monitoring the IDS to 

decide what course of action to take. In contrast, an IPS 

not only issues an alert but also automatically takes steps 

to stop a suspected attack. 

c. Penetration Testing 

A penetration test is an authorized attempt by either an 

internal audit team or an external security consulting firm to 

break into the organization’s information system. These 

teams try everything possible to compromise a company’s 

system. Because there are numerous potential attack 

vectors, penetration tests almost always succeed. Thus, 

their value is not so much in demonstrating that a system 

can be broken into, but in identifying where additional 

protections are most needed to increase the time and effort 

required to compromise the system. 

d. Continuous Monitoring 

Continuously monitoring both employee compliance with 

the organization’s information security policies and overall 

performance of business processes is an important 

detective control that can timely identify potential problems. 

Measuring compliance with policies is straightforward, but 

effectively monitoring performance requires judgment and 

skill. 

 

C. Corrective Controls 

a. Computer Incident Response Teams (CIRT) 

The CIRT should include not only technical specialists but 

also senior operations management, because some 

potential responses to security incidents have significant 

economic consequences. 

The CIRT should lead the organization’s incident response 

process through the following four steps: 

 Recognition that a problem exists. Typically, this occurs 

when an IPS or IDS signals an alert, but it can also be 

the result of log analysis by a systems administrator. 

 Containment of the problem. Once an intrusion is 

detected, prompt action is needed to stop it and to 

contain the damage. 
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 Recovery. Damage caused by the attack must be 

repaired. This may involve restoring data from backup 

and reinstalling corrupted programs. 

 Follow-up. Once recovery is in process, the CIRT 

should lead the analysis of how the incident occurred. 

Steps may need to be taken to modify existing security 

policy and procedures to minimize the likelihood of a 

similar incident occurring in the future. 

b. Chief Information Security Officer (CISO) 

The CISO should have responsibility for ensuring that 

vulnerability and risk assessments are performed regularly 

and that security audits are carried out periodically. The 

CISO also needs to work closely with the person in charge 

of physical security, because unauthorized physical access 

can allow an intruder to bypass the most elaborate logical 

access controls. 

 

 

c. Patch Management 

A patch is code released by software developers that fixes 

a vulnerability. Patch management is the process for 

regularly applying patches and updates to all software 

used by the organization. This is not as straightforward as 

it sounds. Patches represent modifications to already 

complex software. Consequently, patches sometimes 

create new problems 

because of unanticipated side effects. Therefore, 

organizations need to carefully test the effect of patches 

prior to deploying them; otherwise, they run the risk of 

crashing important applications. Further complicating 

matters is the fact that there are likely to be multiple 

patches released each year for each software program 

used by an organization. Thus, organizations may face the 

task of applying hundreds of patches to thousands of 

machines every year. 

Recently, many organizations have embraced virtualization 

and cloud computing to enhance both efficiency and effectiveness. 

Virtualization takes advantage of the power and speed of modern 

computers to run multiple systems simultaneously on one physical 

computer. This cuts hardware costs, because fewer servers need to 

be purchased. Fewer machines mean lower maintenance costs. 

Data center costs also fall because less space needs to be rented, 

which also reduces utility costs. 

Cloud computing takes advantage of the high bandwidth of 

the modern global telecommunication network to enable employees 

to use a browser to remotely access software (software as a 

service), data storage devices (storage as a service), hardware 

(infrastructure as a service), and entire application environments 

(platform as a service). The arrangement is referred to as a 

―private,‖ ―public,‖ or ―hybrid‖ cloud depending upon whether the 

remotely accessed resources are entirely owned by the 

organization, a third party, or a mix of the two, respectively. Cloud 

computing can potentially generate significant cost savings. 

 

 

 

Confidentiality refers to the duty of anyone entrusted organization 

information to keep that information private such as strategic plans, 



trade secrets, cost information, legal documents, and process 

improvements  

 

Key components to preserving confidentiality  

 

a. Identify and Classify Information 
1. Identify where such information resides and who access 

to it  
2. Classify the information in terms of its value to the 

organization  
 

b. Encryption is a preventive control that can be used to 

protect both confidentiality and privacy. Encryption protects 

data while it is transit over the internet and also provides 

one last barriers that must be overcome by an intruder who 

has obtained unauthorized access to stored the information. 

Encryption also strengthens authentication procedures and 

plays an essential role in ensuring and verifying the validity 

of e-business transactions. 

 
c. Control Access 

A strong authentication and authorization controls to restrict 
access to information systems that contain sensitive 
information. Its’s designed to prevent someone with 
unsupervised access from quickly downloading and copying 
gigabytes of confidential information onto a USB drive, an 
iPod, a cell phone, or other portable device. 
 
Information rights management (IRM) software provides 
an additional layer of protection to sensitive information that 
is stored in digital format, offering the capability not only to 
limit access to specific files or documents, but also to 
specify the actions (read, copy, print, download to USB 
devices, etc.) that individuals who are granted access to that 
resource can perform. Some IRM software even has the 
capability to limit those privileges to a specific period of time 
and to remotely erase protected files. Either the creator of 
the information or the person responsible for managing it 
must assign the access rights. To access an IRM-protected 
resource, a person must first authenticate to the IRM server, 
which then downloads code to that person’s computer that 
enables access to the information. 
 
Data loss prevention (DLP) software, which works like 
antivirus programs in reverse, blocking outgoing messages 
(whether e-mail, IM, or other means) that contain key words 
or phrases associated with the intellectual property or other 
sensitive data the organization wants to protect. DLP 
software is a preventive control. It can and should be 
supplemented by embedding code called a digital 
watermark in documents. The digital watermark is a 



detective control that enables an organization to identify 
confidential information that has been disclosed.  
 

d. Training 

By train the employees, they will know what information they 

can share with outsiders and what information needs to be 

protected. For example, employees often do not realize the 

importance of information they possess, such as 

undocumented features they have discovered when using a 

particular software program. It’s important because  

a. Employees need to know what information they can 

share with outsiders and what information needs to be 

protected. 

b. Employees also need to be taught how to protect 

confidential data.  

c. Employees also need to know how to code reports they 

create to reflect the importance of the information 

contained therein so that other employees will know how 

to handle those reports. 

Privacy refers to the right of an individual to keep the information 
private. Privacy is focuses on protecting personal information about 
customers, employees, suppliers or business partners rather than 
organizational data.  

Privacy Control 

1. Identify the information 

the first step to protect the privacy of personal information 

collected from customers, employees, suppliers and 

business partners is to identify what information the 

organization possesses, where it is stored, and who has 

access to it. It is then important to implement controls to 

protect that information because incidents involving the 

unauthorized disclosure of personal information, whether 

intentional or accidental, can be costly 

 

2. Encryption 

Encryption is a fundamental control for protecting the 

privacy of personal information that organizations collect. 

That information needs to be encrypted both while it is in 

transit over the Internet and while it is in storage. Encrypting 

customers’ personal information not only protects it from 

unauthorized disclosure, but also can save organizations 

money 

 

3. Access Control and Training 

Strong authentication and authorization controls restrict who 

can access systems that contain personal information and 

the actions the users can perform once they are granted 

access. To protect privacy, organizations should run data 

masking programs that replace such personal information 

with fake values before sending that data to the program 

development and testing system. Data masking is also 

referred to as tokenization 

 

Organizations also need to train employees on how to 

manage and protect personal information collected from 

customers. 

Privacy Concerns  

1. Spam is unsolicited e-mail that contains either advertising or 

offensive content. Spam is a privacy-related issue because 

recipients are often targeted as a result of unauthorized 

access to e-mail address lists and databases containing 



personal information. Spam not only reduces the efficiency 

benefits of e-mail but also is a source of many viruses, 

worms, spyware programs, and other types of malware 

2. Identity theft is financial crime, in which the perpetrator 

obtains loans or opens new credit cards in the victim’s name 

and sometimes loots the victim’s bank accounts.  

The Example : A growing proportion of identity theft cases 

involve fraudulently obtaining medical care and services. 

Medical identity theft can have life-threatening 

consequences because of errors it may create in the victim’s 

medical records, such as changing information about drug 

allergies or prescriptions. It may even cause victims to lose 

their insurance coverage if the thief has used up their annual 

or lifetime cap for coverage of a specific illness.  

How to prevent identity theft 

a. Shared all documents that contain personal information 

before discarding them 

b. Never send personal information in unencrypted email 

c. Securely store documents that contain sensitive 

personal and financial information 

d. Beware of e-mail or telephone that request for personal 

information 

e. Print only your initial and last name rather than your full 

name on checks 

f. Resist request to provide your social security number to 

business that ask for it 

g. Monitor your credit report regularly 

h. Immediately cancel any stolen or lost credit cards 

i. File a police report as soon as you discover that your 

wallet was lost or stolen 

j. Do not place outgoing mail containing checks or 

personal information in your mailbox for pickup 

k. Make photocopies of driver licenses, passports and 

credit cards 

GAPP (Generally Accepted Privacy Principles) is a 

framework to help organization cost effectively to protect the 

privacy of their customer’s personal information.  

 

10 best practice for protecting the privacy of customers’ 

personal information 

1. Management.. 

a. Organizations need to establish a set of procedures 

and policies 

b. assign responsibility and accountability for 

implementing those policies and procedures to a 

specific person or group of employees  

 

2. Notice.  

The notice should clearly explain what information is 

being collected, the reasons for its collection, and how 

the information will be used. 

 

3. Choice and consent. 

Organizations should use customers’ personal 

information only in the manner described in their stated 

privacy policies and retain that information only as long 

as it is needed to fulfill a legitimate business purpose. 

Organizations should explain the choices available to 



individuals and obtain their consent prior to the collection 

and use of their personal information. 

  

4. Collection 

An organization should collect only the information 

needed to fulfill the purposes stated in its privacy 

policies. A cookie is a text file created by a website and 

stored on a visitor’s hard disk. Cookies store information 

about what the user has done on the site. Most websites 

create multiple cookies per visit in order to make it easier 

for visitors to navigate to relevant portions of the 

website. 

 

5. Use and Retention 

organizations need to create retention policies and 

assign someone responsibility for ensuring compliance 

with those policies 

 

6. Access  

An organization should provide individuals with the 

ability to access, review, correct, and delete the personal 

information stored about them. 

 

7. Disclosure to third parties 

Organizations should disclose their customers’ personal 

information to third parties only in the situations and 

manners described in the organization’s privacy policies 

and only to third parties who provide the same level of 

privacy protection as does the organization that initially 

collected the information. 

 

8. Security 

An organization must take reasonable steps to protect its 

customers’ personal information from loss or 

unauthorized disclosure through train employees to 

avoid practices that can result in the unintentional or 

inadvertent breach of privacy.  

 

9. Quality 

Organizations should maintain the integrity of their 

customers’ personal information and employ procedures 

to ensure that it is reasonably accurate. 

 

 

 

10. Montitoring and Enforcement 

An organization should assign one or more employees 

to be responsible for ensuring compliance with its stated 

privacy policies. Organizations must also periodically 

verify that their employees are complying with stated 

privacy policies and organizations should establish 

procedures for responding to customer complaints. 

 

 

 

 

 

 

 

 

 

 

 

 

 



Factors That Influence Encryption Strength 

 

 
a. Key Length.  

Longer keys provide stronger encryption by reducing the 

number of repeating blocks in the ciphertext. This makes it 

harder to spot patterns in the ciphertext that reflect patterns 

in the original plaintext 

 

b. Encryption Algorithm.  

The nature of the algorithm used to combine the key and the 

plaintext is important. 

 

c. Policies for Managing Cryptographic Keys. 

The management of cryptographic keys is often the most 

vulnerable aspect of encryption systems. Cryptographic 

keys must be stored securely and protected with strong 

access controls. Best practices include (1) not storing 

cryptographic keys in a browser or any other file that other 

users of that system can readily access and (2) using a 

strong (and long) passphrase to protect the keys. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



Types of encryption system 

 

 
 

 

 

Hashing. Hashing is a process that takes plaintext of any length 

and creates a short code called a hash. someone a hash is not a 

way to protect confidentiality or privacy, because the recipient can 

never recover any information from the hash. There is, however, an 

important property of hashing algorithms that makes it useful to 

send a hash of a document to another party, along with that original 

document.  

 

Digital Signatures. Digital signatures is a hash encrypted with the 

hash creator’s private key. 

 

Two-step process of creating a digital signature 

1. The document creator uses a hashing algorithm to generate 

a hash of the original document 

 

 

2. The document creator uses his/her private key to encrypt 

the hash created in step 1. The resulting encrypted hash is a 

digital signature that provides assurance about two 

important issues: 

1. that a copy of a document or file has not been altered 

2. who created the original version of a digital document or 

file 

 

Digital Certificates and Public Key Infrastructure 

 

A digital certificate is an electronic document that contains an 

entity’s public key and certifies the identity of the owner of that 

particular public key. Digital certificates are issued by an 

organization called a certificate authority and contain the 

certificate authority’s digital signature to prove that they are 

genuine. These certificate authorities charge a fee to issue a pair of 

public and private keys and collect evidence to verify the claimed 

identity of the person or organization purchasing those keys and the 

corresponding digital certificate. This system for issuing pairs of 

public and private keys and corresponding digital certificates is 



CHAPTER 10 

Processing Integrity and Availability Controls   

called a public key infrastructure (PKI). The entire PKI system 

hinges on trusting the certificate authorities that issue the keys and 

certificates. 

 

 
 

Virtual Private Networks (VPNS) 

 

Encrypting information while it traverses the Internet creates a 

virtual private network (VPN). VPNS provides the functionality of a 

privately owned secure network without the associated costs of 

leased telephone lines, satellites, and other communication 

equipment. VPNs also include controls to authenticate the parties 

exchanging information and to create an audit trail of the exchange. 

Thus, VPNs ensure that sensitive information is exchanged 

securely and in a manner that can provide proof of its authenticity. 

 

2 basic types of VPNs 

 

1. First type uses a browser, encrypting the traffic with SSL 

(the same protocol that produces the familiar ―lock‖ symbol 

whenever you engage in online shopping or banking) 

2. Second type uses IPSec, a version of the IP protocol that 

incorporates encryption as part of the process of creating IP 

packets 

 

 

 

Key components of input controls 

 

1. Form Design 

a. All source of documents should be sequentially 

prenumbered 

b. Turnaround documents are prepared in machine-

readable form to facilitate their subsequent processing 

as input records 

 

2. Cancellation and Storage of Source Documents 

Source documents that have been entered into the system 

should be canceled so they cannot be inadvertently of 

fraudulently reentered to the system 



 

3. Data Entry Control 

 Source documents must be scanned before entered to the 

system; 

○ Field check determines whether the characters in a field 

are of the proper type. 

○ Sign check determines whether the data in a field have the 

appropriate arithmetic sign. 

○ Limit check tests a numerical amount against a fixed value 

○ Range check tests whether a numerical amount falls 

between predetermined lower and upper limits. 

○ Size check ensures that the input data will fit into the 

assigned field. 

○ Completeness check verifies that all required data items 

have been entered. 

○ Validity Check compares the ID code or account number in 

transaction data with similar data in the master file to verify 

that the account exists. 

○ Reasonableness test determines the correctness of the 

logical relationship between two data items. 

Additional Batch Processing Data entry Controls 

Batch totals summarize numeric values for a batch of input records. 

The following are three commonly used batch totals:  

1. A financial total sums a field that contains monetary values, such 

as the total dollar amount of all sales for a batch of sales 

transactions.  

 

2. A hash total sums a nonfinancial numeric field, such as the total 

of the quantity-ordered field in a batch of sales transactions. 

 

3. A record count is the number of records in a batch. 

 

Additional Online Data Entry Controls  

● Prompting, in which the system requests each input data item and 

waits for an acceptable response, ensures that all necessary data 

are entered (i.e., prompting is an online completeness check) 

● Closed-loop verification checks the accuracy of input data by 

using it to retrieve and display other related information.  

● A transaction log includes a detailed record of all transactions, 

including a unique transaction identifier, the date and time of entry, 

and who entered the transaction.  

 

“Garbage In Garbage Out Concept” is the  importance of input 

control. The input same with the output. If the data entered into a 

system are inaccurate, incomplete, or invalid, the output will be too. 

key components of processing and ouput controls 

Processing Controls 

 Data maching 

 File labels 

 Recalculation of batch totals 

 Cross-footing and zero-balance tests 

 Write-protection mechanisms 

 Concurrent update controls 

 

Output Controls 

 User review of output 

 Reconcilliation procedures 

 External data reconcilliation 



 Data transmission controls 

-Checksums is a data transmission control that uses a hash 

of a file to verify accuracy. 

-Parity bits is an extra bit added to every character; used to 

check transmission accuracy. 

 

 

Availability 

 

 
fault tolerance - the capability of a system to continue performing 

when there is a hardware failure. 

 

Recovery and Resumption of Normal Operations 

 

A backup is an exact copy of the most current version of a 

database, file, or software program that can be used in the event 

that the original is no longer available. 

 

 

 

 

 

 

Data Backup Procedure 

 

Two types of daily partial backups 

 

a. An incremental backup involves copying only the data 

items that have changed since the last partial backup. This 

produces a set of incremental backup files, each containing 

the results of one day’s transactions 

 

b. A differential backup copies all changes made since the 

last full backup. Thus, each new differential backup file 

contains the cumulative effects of all activity since the last 

full backup. Consequently, except for the first day following 

a full backup, daily differential backups take longer than 

incremental backups. 

 

Backups are retained for only a relatively short period of time. An 

archive is a copy of a database, master file, or software that is 

retained indefinitely as an historical record, usually to satisfy legal 

and regulatory requirements. Unlike backups, archives are seldom 

encrypted because their long retention times increase the risk of 

losing the decryption key. Consequently, physical and logical 

access controls are the primary means of protecting archive files. 

 

DRP (Disaster Recovery Plan) is a plan to restore organization IT 

capabilities in the event , that its data centre is destroyed by natural 

disaster or the act of terrorism 

 



BCP (Business Continuity Plan) is a plan that specifies how to 

resume not only it operations but all Business processes in the 

event of a major calamity 

 

Virtualization can significantly improve the efficiency and 

effectiveness of disaster recovery and resumption of normal 

operations and it can reduce the time needed to recover from 

hardware problems.  

 

Cloud computing has both positive and negative effects on 

availability. It typically utilizes banks of redundant serves in multiple 

location, thereby reducing the risk that a single catastrophe could 

result in system downtime and the loss of all data.  

 

 

 

 

 

 

 

 

 

 

 

  

 


